Technological University Dublin

ARROW@TU Dublin
Articles

School of Chemical and Pharmaceutical
Sciences

2022

Advancing competency in managing risk and knowledge: Steps
toward operationalisation of the Risk-Knowledge Infinity Cycle
(RKI Cycle) - Part 1: Improving effectiveness of Risk-Based
Decision Making (RBDM)
Martin Lipa
Pharmaceutical Regulatory Science Team (PRST), d18127069@mytudublin.ie

Paige Kane
PRST, paigekanephd@gmail.com

Anne Green
Technological University Dublin & PRST, anne.greene@tudublin.ie
Follow this and additional works at: https://arrow.tudublin.ie/scschcpsart
Part of the Biotechnology Commons, and the Other Chemistry Commons

Recommended Citation
Lipa, M., Kane, P., & Green, A. (2022). Advancing competency in managing risk and knowledge: Steps
toward operationalisation of the Risk-Knowledge Infinity Cycle (RKI Cycle) - Part 1: Improving
effectiveness of Risk-Based Decision Making (RBDM). Technological University Dublin. DOI: 10.21427/
JV8W-0272

This Article is brought to you for free and open access by
the School of Chemical and Pharmaceutical Sciences at
ARROW@TU Dublin. It has been accepted for inclusion in
Articles by an authorized administrator of ARROW@TU
Dublin. For more information, please contact
arrow.admin@tudublin.ie, aisling.coyne@tudublin.ie,
gerard.connolly@tudublin.ie.
This work is licensed under a Creative Commons
Attribution-Noncommercial-Share Alike 4.0 License

Advancing competency in managing risk and knowledge: Steps toward
operationalisation of the Risk-Knowledge Infinity Cycle (RKI Cycle)
Part 1: Improving effectiveness of Risk-Based Decision Making (RBDM)
Authors:
Martin Lipa, PRST (Pharmaceutical Regulatory Science Team)
Paige Kane, PRST
Anne Greene, PRST

Abstract
To date, literature on the Risk-Knowledge Infinity Cycle (RKI Cycle) has mainly been theoretical.
This paper series intent is to focus on the operationalisation of the RKI Cycle by describing a series
of steps – the “How to” – for RKI Cycle deployment, to help move the RKI Cycle from theory to
practice. The first paper in this series focuses on how the RKI Cycle can support effective RiskBased Decision Making (RBDM).

Introduction
As a follow on from a recent article, Improving Risk-Based Decision Making (RBDM) Effectiveness
Through a Framework which Integrates Knowledge and Risk [1], this paper is the first of a planned
series of articles looking at how to build competency in managing risk and through
operationalization of the RKI Cycle and associated principles. The intent is to take the theoretical
concepts published to date on the RKI Cycle and provide tangible steps of how it can be applied,
along with supporting examples. [2]–[4]
This paper specifically focuses on improving the effectiveness of RBDM through enhanced risk
management, which in turn depends on the best knowledge available to reduce uncertainty and
inform risks, and in turn assist in making risk-based – and ultimately risk-informed – decisions.
Furthermore, the RKI Cycle provides a path for the knowledge outputs from QRM to be captured
and to grow, thus enhancing risk communications, risk control, risk review and subsequent risk
assessment.
Other papers in this series are planned to address the operationalisation of the RKI Cycle for
other important processes in the pharmaceutical lifecycle, such as change management,
technology transfer, and others.

The RKI Cycle and associated guiding principles
The RKI Cycle has been introduced previously [2], [3] and is depicted in Figure 1.
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Figure 1 - The RKI Cycle

In summary, it presents the following key concepts:
• Knowledge is both an input to and an output from risk management
• Knowledge has an inverse relationship with risk
• Concept of flow; knowledge flows effortlessly and on demand to inform risk, and risk
informs new knowledge
• The cycle is continuous and perpetual; knowledge is always evolving and should be
continually applied to inform risk
Furthermore, the RKI Cycle employs a ‘systems’ approach to help integrate and operationalise
concepts across ICH Q8 [5], ICH Q10 [6], ICH Q11 [7] & ICH Q12 [8] which repeatedly reinforce
the expectation of applying knowledge to support decision making, minimise risk & support
innovation [2]. For example, ICH Q10 states (emphasis in bold added by the authors):
“Use of knowledge management and quality risk management will enable a company
to implement ICH Q10 effectively and successfully. These enablers will facilitate
achievement of the [ICH Q10] objectives … by providing the means for science and riskbased decisions related to product quality.”
Another example from ICH Q8(R2) (emphasis in bold added by the authors):
“[Pharmaceutical Development] provides an opportunity to present the knowledge
gained during application of scientific approaches and QRM…”
and furthermore,
“Appropriate use of QRM principles can be helpful in prioritising the additional
pharmaceutical development studies to collect such knowledge.”
There are six ‘nodes’ on the RKI Cycle, numbered 1 through 6, which describe sequential stages
as one progresses along the cycle. In applying the RKI Cycle to support effective RBDM, these
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‘nodes’ are presented in Figure 2 as guiding principles, used as a foundation to guide mindsets
and actions to operationalise the RKI Cycle. [1]

Figure 2 - The six guiding principles of the RKI Cycle

It is intended by the authors that two of these principles advocate effective implementation of
the dual Pharmaceutical Quality System (PQS) enablers, QRM (2) and KM (5), while the other four
principles establish the connection between QRM and KM (1, 3, 4, 6). Principles 1, 3, 4, 5 and 6
if done effectively provide the knowledge to support effective RBDM at node 2 [the QRM
process].

The “How”: Steps to operationalise the RKI Cycle guiding principles for
RBDM
In considering the context of Risk-Based Decision Making and the RKI Cycle principles presented
above, a series of steps are envisioned by the authors to address the intent of each guiding
principle. These steps are presented below in the following Tables A through E, for each RKI Cycle
principles 1, 3, 4, 5 and 6. Principle 2, Manage Risk via the QRM process, is not included as RBDM
is supported via operationalisation of the other five principles of the RKI Cycle and applying
available knowledge. Furthermore, it is the opinion of the authors that current QRM activities
typically focus heavily on risk assessment (as part of principle 2). While risk control, risk
communication and risk review are also part of the QRM process, these activities should evolve
and be enhanced as knowledge grows, and the RKI Cycle provides a methodology to ensure this.
In addition, the cyclical nature of the RKI Cycle also promotes a re-evaluation of the risk
assessment as knowledge grows.
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Table A - Steps to operationalise RKI Cycle Principle 1

RKI Cycle Principle 1
Node 1 is about applying KM principles and practices
prior to QRM activities, to provide the best possible
knowledge in support of RBDM during QRM activities

Ensure the best available knowledge flows into
QRM activities

How to support RBDM via this principle:
1. Ensure the diverse sources of relevant knowledge for making risk-based decisions are identified
• This should involve leveraging guidance documents, including historical knowledge and ‘know how’,
such as tacit knowledge found in experts, lessons learned, prior risk assessments, risk review, etc.
2. Ensure this knowledge is visible, available and has process(es) in place to “flow” reliability to support
risk-based decision making
3. Ensure suitable ‘KM practices1’ are in place to manage this knowledge for initial risk assessment and
subsequent review and re-assessment as knowledge grows
1A

’KM practice’ refers to a method, tool, approach, process, or other solution intended to solve a particular gap or
deficiency in knowledge flow in order to achieve the desired outcome of knowledge capture and/or availability [9]

Table B - Steps to operationalise RKI Cycle Principle 3

RKI Cycle Principle 3
Use KM practices to capture the knowledge outputs Node 3 is about applying KM principles and practices
of QRM to enhance risk control, risk communication, to “manage knowledge generated during QRM as an
asset,” ensure knowledge continues to grow, and
risk review and enable knowledge growth [as one
ensure knowledge is available for future RBDM and
iterates around the RKI Cycle, back towards Node 2
risk assessments
– QRM]
How to support RBDM via this principle:
1. Reflect on the tacit knowledge generated during the risk assessment process at Node 2 and ensure it is
captured, such as
• Contextual knowledge – this includes the rationale behind decisions, what alternatives were
considered, etc.
• Knowledge about what was known at the time of the risk assessment
• Knowledge from Subject Matter Experts (SMEs)
2. Ensure knowledge captured at risk assessment is available to support future risk reviews and risk
assessments through KM practices and successive iterations of the RKI Cycle
3. Reflect on ‘known-unknowns’ (i.e., recognised gaps in knowledge) to identify potential actions to address
those gaps, such as additional studies or seeking solutions, best practices and other insights from within the
organisation
4. Ensure risk communications reach the right audience(s)

Table C - Steps to operationalise RKI Cycle Principle 4

RKI Cycle Principle 4
Node 4 is a convergence point on the RKI Cycle of not
only QRM knowledge from node 3, but also as a
channel to capture all product / process / platform
knowledge for the organisation with inputs from
other PQS and business processes to support RBDM
(i.e., KM is not exclusive to QRM)

Ensure means to acquire, grow, capture & retain
new knowledge
How to support RBDM via this principle:
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RKI Cycle Principle 4
1.

Ensure there is an understanding in the organisation of what knowledge is created at each stage across
the product lifecycle, so that such knowledge (explicit and tacit) can be used to inform risk-based decision
making
2. Ensure the organisation has suitable KM plans to proactively manage this knowledge
3. Ensure KM standard practices & tools are employed for knowledge capture and are built into
organisational processes, so that:
• New knowledge is acquired and captured from QRM activities (i.e., nodes 2 & 3)
• New knowledge from R&D and ongoing development activities is captured
• New knowledge from operations, lifecycle management & PQS processes is captured
• New knowledge from reactive processes (e.g. investigations, problem solving, etc.) is captured

Table D - Steps to operationalise RKI Cycle Principle 5

RKI Cycle Principle 5
Node 5 is the practice of Knowledge Management
(KM). While KM adoption and maturity in the pharma
industry is generally lacking compared to QRM,
published material with industry guidance and cases
studies does exist and can be helpful, such as the ISPE
Good Practice Guide on Knowledge Management for
the Pharmaceutical Industry

Manage Knowledge via KM Practices

How to support RBDM via this principle:
1. Deploy KM practices & tools along with supporting mindsets and behaviours to encourage
knowledge seeking and sharing to enable knowledge to flow to the right person in the organisation,
at the right time, to inform the best risk-based decisions
2. Ensure a holistic approach to KM exists, based on cross-industry best practices and addressing
people, process, governance and technology
3. When considering KM strategy: “Think big, start small, but start”

Table E - Steps to operationalise RKI Cycle Principle 6

RKI Cycle Principle 6
Node 6 is an emergence point on the RKI Cycle as the
aggregation of knowledge leads to insights and
understanding. This in turn encourages
the use of knowledge for proactive action for QRM,
the PQS and the organisation at large
At node 6, synergy emerges as ‘the whole is greater
than the sum of the parts’

Ensure all knowledge (new and prior) is available to
QRM and PQS activities and all business processes,
providing the basis for risk management, continual
improvement and enhanced decision making

How to support RBDM via this principle:
1. Ensure all platform, process, product and prior knowledge is available to use during QRM activities and
risk-based decision making, including those from prior QRM cycles
2. Ensure KM standard practices & tools are employed for knowledge use and are built into organisational
processes (e.g., seeking & applying prior lessons)
3. Ensure appropriate processes are established in the organisation for analysis, assessment, reflection,
learning and continuous improvement
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Importantly, while described within Principle 5, there are mindsets and behaviours for individuals
and leaders to encourage the seeking and sharing of knowledge that are important throughout
all of the principles.
The following table (Table F) provides a consolidates summary of the steps outlined per principle.
Table F - Operationalisation of the RKI Cycle Principles at a glance

RKI Cycle
Principle
1: Ensure the best available
knowledge flows into QRM
activities
2: Manage risk via the QRM
process
3: Use KM practices to capture
the knowledge outputs of QRM
to enhance risk control, risk
communication, risk review and
enable knowledge growth
4: Ensure means to acquire,
grow, capture & retain new
knowledge

5: Manage Knowledge via KM
Practices
6: Ensure all knowledge (new
and prior) is available to QRM
and PQS activities and all
business processes, providing
the basis for risk management,
continual improvement and
enhanced decision making

How to support RBDM via this principle
1.

Ensure the diverse sources of relevant knowledge forth making riskbased decisions are identified
2. Ensure this knowledge is visible, available and has process(es) in place
to “flow” reliability to support risk-based decision making
3. Ensure suitable ‘KM practices’ are in place to manage this knowledge
RBDM is supported via operationalisation of the other five principles of the
RKI Cycle and applying available knowledge
1. Reflect on the tacit knowledge generated during the risk assessment
process at Node 2 and ensure it is captured
2. Ensure knowledge captured at risk assessment is available
3. Reflect on ‘known-unknowns’
4. Ensure risk communications reach the right audience(s)
1. Ensure understanding of what knowledge is created at each stage across
the product lifecycle
2. Ensure the organisation has suitable KM plans to proactively manage
this knowledge
3. Ensure use of KM standard practices & tools for knowledge capture are
built into organisational processes
1. Deploy KM practices & tools with supporting mindsets and behaviours
to encourage knowledge seeking and sharing
2. Ensure a holistic approach to KM exists, addressing people, process,
governance & technology
3. When considering KM strategy, “Think big, start small, but start”
1.
2.
3.

Ensure all platform, process, product and prior knowledge is available to
use during QRM activities and risk-based decision making
Ensure KM standard practices & tools are employed for knowledge use
and are built into organisational processes
Ensure appropriate processes are established in the organisation for
analysis, assessment, reflection, learning and continuous improvement

Examples with conceptualization of resources and training needed
In addition to the presented steps on the ‘how’ to operationalise the RKI Cycle in support of
RBDM, the authors propose a series of illustrative examples (e.g., KM practices and other
techniques) to fulfil the operationalisation steps outlined in the previous section. Similar to the
previous section, these ‘helpful techniques & related KM practices’ are presented on a perprinciple basis in Table G.
6

Each ‘helpful technique & related KM practice’ was evaluated for whether a supporting resource
(e.g., template, job aid, quick reference guide (QRG)) could be helpful in support of building
competency, as well as potential training opportunities. To illustrate these opportunities, Table
G furthermore includes a denotation as follows, where applicable:
Where additional information is available:
Each ‘helpful technique & related KM practice’ example is tagged with the following labelling,
[X.Y.Z] where
• X = principle number (1 through 6)
• Y = type (‘R’ for Resource or ‘T’ for Training)
o An ‘R’, or Resource, could include template, job aid, quick reference guide, etc.
o A ‘T’ or Training, indicates further training is available, such as a workshop, etc.
• Z = sequence number (1 to n)
Following Table G with a detailed listing of examples of helpful techniques and related KM
practices, Table H provides in the form of a training matrix a preliminary or conceptual summary
of the resources and training material that could be used to support operationalisation of the
RKI Cycle.
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Table G - Helpful technique & related KM practices to consider for each RKI Cycle principle

RKI Cycle
Principle
1

2
3

4

Helpful techniques & related KM practices2
Ensure the best available knowledge flows into QRM activities
• The existing literature may be a useful source of knowledge on the topic or issue that is subject to the QRM activity [1.R.1]
• ‘KM practices’ can address where certain knowledge is stored, when to capture lessons learned, how to find experts within an
organisation, etc. [1.R.2, 1.T.1]
• A ‘knowledge map’ can be used to evaluate the effectiveness of knowledge “flow” in an organisation. Once gaps in knowledge flow are
identified (and prioritised), KM practices can be targeted to address those gaps. [1.R.3, 1.T.2]
n/a
Use KM practices to capture the knowledge outputs of QRM to enhance risk control, risk communication, risk review and enable
knowledge growth
• Augment the risk assessment process in your organisation with guidance to codify the capture of tacit knowledge during risk assessments
(e.g., using job aids, templates) [3.R.1, 3.T.1]
• Capture decision rationales (e.g., why decision was made, what alternatives were considered, what was known / not known at the
time, etc.)
• Have systems in place to capture knowledge identified from SMEs (e.g., history)
• Use open-ended questions to explore a person’s underlying thinking
• Ensure that evidence that supports decisions and QRM outcomes is captured
• Take steps to ensure knowledge captured at risk assessment is available in the future – whether for successive risk assessments, risk
assessments for similar situations, risk reviews, informing platform knowledge, etc. [3.R.2]
• Have systems in place to Identify how to address gaps in knowledge, by seeking to find and apply what is already known, and ensure newly
acquired knowledge flows into KM (e.g., at node 4 of the RKI Cycle)
• Use KM practices to support risk communications [3.R.3]
• Share new risks with experts & communities of practice
• Update platform knowledge
Ensure means to acquire, grow, capture & retain new knowledge
• Inventory ‘mission critical knowledge’ generated across the product lifecycle, and ensure this knowledge is appropriately managed [4.R.1,
4.T.1]
• Deploy KM plans on a business-appropriate means, such as [4.R.1, 4.T.2]
• KM plans for products and/or manufacturing sites or functional areas
• Define through such plans where and how knowledge management / knowledge transfer is embedded in processes (e.g., technology
transfer, change management, etc.)
• Link to data strategy and reflect how data is acquired, analysed, and how derived knowledge is captured as part of KM ecosystem [4.R.3]
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RKI Cycle
Principle
5

6

Helpful techniques & related KM practices2
Develop a KM strategy or plan with priorities identified [5.R.1, 5.T.1]
• Conduct a maturity assessment to assess baseline and identify gaps
• Address KM enablers for people, such as [5.R.2, 5.T.2]
• KM roles (e.g., stewards, AAR facilitators) | Basic training for awareness and use | Target mindsets and behaviours are identified (e.g.,
to seek & share)
• Address KM enablers for process, such as [5.R.3, 5.T.3]
• Standard KM practices & tools (e.g., lessons learned process, CoPs, taxonomies, etc.)
• Address KM enablers for governance, such as [5.R.4, 5.T.4]
• A designated KM leader | KM objectives & KM metrics tied to business performance | Management review | Definition of platform
knowledge
• Address KM enablers for technology, such as [5.R.5, 5.T.5]
• Standardised application & use of electronic repositories, search tools, community software, etc.
Ensure all knowledge (new and prior) is available to QRM and PQS activities and all business processes, providing the basis for risk
management, continual improvement and enhanced decision making
• Make knowledge is visible and available for QRM & other processes [6.R.1, 6.T.1]
• Based on ‘pull’ signals from QRM (i.e., items identified via knowledge mapping for principle 1)
• Create process knowledge maps to identify ‘pain points’ where knowledge is not flowing
• Ensure visibility of lessons and prior knowledge
• Develop training / communications assets to increase awareness
• Embed use of KM into business processes [6.R.2]
• Codify in processes, e.g. technology transfer, KM practices such as lessons learned and use of standard product knowledge
repositories
• Support with training
• Understand and inventory processes for analysis, assessment, reflection, learning and continuous improvement; ensure they are (1)
leveraging available knowledge and (2) include triggers for proactive actions based on insights / learnings; these might include processes
such as
• Formal & informal review processes including continued process verification (CPV), annual product review (APR), risk review, etc.
• Lessons learned and other reflections after projects, changes and reactive events (e.g., recalls, CAPA, etc.) to capture lessons and best
practices
• Standardisation based on accumulated knowledge (e.g., creation of hazard libraries)
•

2A

’KM practice’ refers to a method, tool, approach, process, or other solution intended to solve a particular gap or deficiency in knowledge flow in order to achieve the desired
outcome of knowledge capture and/or availability [9]
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Table H - Summary resource & training matrix for RKI operationalization (preliminary / conceptual)

RKI Cycle Principle

Resource(s)

Training / Workshop(s)

1: Ensure the best available
knowledge flows into QRM
activities
2: Manage risk via the QRM
process
3: Use KM practices to capture
the knowledge outputs of QRM
to enhance risk control, risk
communication, risk review and
enable knowledge flow
4: Ensure means to acquire,
grow, capture & retain new
knowledge
5: Manage Knowledge via KM
Practices

1.R.1: QRG – Common knowledge inputs into QRM
1.R.2: Template – Knowledge map for QRM inputs
1.R.3: QRG – identifying KM practices to address knowledge gaps

1.T.1: Knowledge mapping for QRM inputs
1.T.2: Identifying KM practices to address
knowledge gaps

Not in the scope

Not in the scope

3.R.1: QRG – Tips to build tacit knowledge capture into risk asst.
3.R.2: QRG – Tips to make QRA knowledge available for the future
3.R.3: QRG – tips for how KM can support risk communication

3.T.1: How to surface tacit knowledge

6: Ensure all knowledge (new
and prior) is available to QRM
and PQS activities and all
business processes, providing the
basis for risk management,
continual improvement and
enhanced decision making

4.R.1:
4.R.2:
4.R.3:
5.R.1:
5.R.2:
5.R.3:
5.R.4:
5.R.5:

QRG – Tips on how to identify ‘mission critical’ knowledge
Template – KM plans
QRG – Tips and prompts in linking to data strategy
Template – KM Strategy
Template(s) / QRG(s): KM enablers for people
Template(s) / QRG(s): KM enablers for process
Template(s) / QRG(s): KM enablers for governance
Template(s) / QRG(s): KM enablers for technology

6.R.1: Template – Process Knowledge Map
6.R.2: Case Study – embedding KM in technology transfer
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4.T.1: Identifying mission critical knowledge
4.T.2: Developing KM Plans
5.T.1:
5.T.2:
5.T.3:
5.T.4:
5.T.5:

Developing a KM Strategy
KM enablers for people
KM enablers for process
KM enablers for governance
KM enablers for technology

6.T.1: Process knowledge mapping

Closing Remarks
As illustrated by the steps and associated ‘techniques and KM practices’ available, the authors
have presented to the reader many tangible actions which can be taken, which support a shift of
the RKI Cycle from being a theoretical framework to being an application-oriented framework
which can be operationalised for the benefit of RBDM. The proposed training and resources are
available for organisations to avail of via a series of workshops which can be offered by the
authors on request.
In addition, the authors envisage many other opportunities which lie ahead in how improved
integration of risk and knowledge – and indeed of risk management and knowledge management
integration and effective implementation – can provide benefit to the goals of the
Pharmaceutical Quality System (PQS) as envisioned by ICH Q10 [6], including RKI Cycle
operationalisation for technology transfer, for change management and additional PQS
processes. These opportunities will be published in due course as this series of papers develops.
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